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      Department

Emergency Response and Communication Plan

CONFIDENTIAL

Created on       (date)

To be reviewed on       (date)

Department ERP Development and Review Team Members:

     
     
     
     
     
     

The purpose of this document is to identify procedures to be implemented by this Department should an emergency occur in spaces occupied by this Department.  This document also identifies items or equipment critical to the mission of the Department and security measures utilized to minimize the opportunity for tampering or performing other illicit activities with these items or equipment.

This document should be maintained in Departmental files and submitted to the appropriate Vice President or Provost.  Copies of Pages 3 and 4 of this plan are to be submitted to University Police.  

This document is designed to support the Campus-wide Emergency Response and Communication Plans found at www.geneseo.edu/~ehs
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      Department

Date Created:       
Emergency Call List
In the event of an emergency situation affecting Departmental spaces, operations or activities, University Police will call the Primary Department Contact:

     

245-     
   -   -    
Name




Campus Phone

Home Phone



   -   -    
   -   -    


Cell Phone (if applicable)  


Other (pager, etc.)

If the Primary Contact is unavailable, University Police should call these Department members.  University Police will reach only one of the following Department members.  The internal       Department contact procedures must be implemented to contact additional Department personnel.

1.       

245-     
   -   -    
Name




Campus Phone

Home Phone



   -   -    
   -   -    


Cell Phone (if applicable)  


Other (pager, etc.)

2.       

245-     
   -   -    
Name




Campus Phone

Home Phone



   -   -    
   -   -    


Cell Phone (if applicable)  


Other (pager, etc.)

3.       

245-     
   -   -    
Name




Campus Phone

Home Phone



   -   -    
   -   -    


Cell Phone (if applicable)  


Other (pager, etc.)
This Emergency Call list is to be reviewed/updated no less than every       months or immediately upon a change in listed personnel or a change in a phone number or other contact method for a listed person.  
Each update is to be forwarded to University Police.
II. Department Personnel request notification for:

University Police is asked to initiate the       Department Emergency Contact List (previous page) in the following situations:

List of Situations:

1. Fire or other destruction of/inaccessibility to Departmental Spaces

2.      
3.      
4.      
5.      
6.      
List of Departmental Spaces

Building

Rooms or Spaces 
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II.  Internal Department Contact Procedures:

Upon receiving notification from University Police that an Emergency Situation has occurred within departmental spaces or affecting departmental equipment or operations, the contacted Departmental representative will initiate Internal Departmental Contact Procedures.

[image: image15.wmf][image: image16.wmf]These procedures are to be tested no less than every       months and reviewed/updated no less than every       months.  Revisions are to be distributed to all Departmental personnel. 

These procedures are as follows:
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III.  Door Postings for Unattended After-Hours Activities  
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Definition:

An Unattended After-Hours Activity is a lab experiment, the maintenance of animals, equipment operation, or other Department approved activity that will occur after-hours (defined by the department) with no supervision by Departmental or other designated personnel.  It does not apply to concerts, musicals or other activities at which a Department representative will be in attendance.
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Option 1:  Not Required due to a lack of after-hours activities.

This Department does not allow unattended after hours (defined as after     PM until      AM weekdays and       PM until      AM on weekends) activities.  Emergency Door Postings are therefore not required.

Option 2:  Required

In certain circumstances, after hours (defined as after       PM until      AM weekdays and      PM until      AM on weekends) unattended activities will be conducted by Departmental personnel.  These activities may include:

     
When these activities are occurring, the corridor door to the room or area where the activity is occurring will be posted with a completed After Hours Activity Emergency Contacts sign (see next page).  This sign should identify the Departmental person responsible for the activity and at least one other person familiar with the activity.  These persons would be contacted by University Police should a malfunction or other emergency occur. 


Unattended After-Hours Activity Occurring 

in Room      
Date(s) of Activity

      to      
Campus personnel to be contacted if a problem arises

     
   -   -    
   -   -    
Name




Phone

Cell Phone (if applicable)

If unavailable:

     
   -   -    
   -   -    
Name




Phone

Cell Phone (if applicable)
Any specific instructions for emergency personnel:

     
V.  Departmental Security Measures

This Department maintains equipment, materials and records (which may include instruction materials, grades, textbooks, chemicals and/or biological materials, equipment, financial/personnel records, etc.) critical to its mission.  The level of security required to safe-guard each of these items is a Departmental decision. 

1.  Records:
This Department maintains records that are critical to its mission in the following locations

1.a. Hard Copies

     
     
Record






Location

     
     
Record






Location

     
     
Record






Location

     
     
Record






Location

     
     
Record






Location

     
     
Record






Location


1.a.1.  Access

Access to these records is restricted by the following Security Measures:  

     
1.b.  Electronic Copies

     
     
Record






File Pathway

     
     
Record






File Pathway

     
     
Record






File Pathway

     
     
Record






File Pathway

     
     
Record






File Pathway

Access to these records is restricted by the following Security Measures:       

1.b.1  Access

The following persons are able to access

 these electronic records.

1.     
2.     
3.     
1.b.2.  Back-up

Back-up copies of these electronic records are created at a frequency of       by      . These back-up records are maintained at      .  

The following persons can access these back-up records.

1.     
2.     
3.     


2.  Equipment

The following equipment has been identified by the Department as critical to its mission:
     
     
     
Item





Location


Security Measure

     
     
     
Item





Location


Security Measure

     
     
     
Item





Location


Security Measure

     
     
     
Item





Location


Security Measure

     
     
     
Item





Location


Security Measure



3.  Chemicals or Biological Materials
Option 1 – Does not apply.

 FORMCHECKBOX 
  This Department does not maintain chemical or biological materials

 FORMCHECKBOX 
Option 2 – These materials are maintained by the Department in the following locations.  

     
     
     
Chemicals or Biological Materials

Location


Security Measure

     
     
     
Chemicals or Biological Materials

Location


Security Measure

     
     
     
Chemicals or Biological Materials

Location


Security Measure

     
     
     
Chemicals or Biological Materials

Location


Security Measure

     
     
     
Chemicals or Biological Materials

Location


Security Measure

     
     
     
Chemicals or Biological Materials

Location


Security Measure



VI.  Operational Alternatives


Should an emergency occur within the spaces occupied by this Department, the following operational alternatives will be implemented to minimize any interruptions to operations and activities.

     

 VII.  Fire or Emergency Evacuation 

In case of a fire or other reason for emergency evacuation, Department personnel have been instructed to meet at (see Building Emergency Evacuation Sign for Primary and Secondary Assembly Areas)       as the Primary Assembly Area and      _ if that area is unavailable.

At the assembly area, University Police or other Emergency Response Personnel will be collecting any available information on the specifics of the emergency situation and any person(s) who may remain in the building.  Departmental personnel have been instructed to provide any information they might have on these matters.


What if you came to work tomorrow and your building was inaccessible?  All computers, all hard copy files, everything – locked and secured!  Could your department continue to provide services to students or the remainder of the campus community?





Seems unlikely – but it could and has happened.  Even a seemingly innocent roof leak can close a building or a portion thereof – if the leak causes asbestos-containing ceiling plaster to fall. Most computers could not withstand the deluge that results from a sprinkler head activation.  Does your department conduct experiments or have electronic equipment that must have power? Electrical outages are not rare in Western New York.  





This document was developed by the Campus-wide Emergency Planning Team to assist campus departments in the review and identification of activities and operations essential to maintaining departmental services.  It is an initial step toward Departmental participation in Emergency Planning, an ongoing and continual process.





Now what?





Hints:


Departments may choose to implement one or more methods of contacting personnel.  Some options:





Phone trees (beware of answering machines – they can terminate or delay a “branch”).


Assigning phone-calling responsibilities to two members of the department.


Phone calls and email messages 





Some Do’s


Have a back-up plan.


Have designated departmental personnel keep a contact list with them at all times.


If phone lines and electricity are both non-functional contact will be very difficult.





Some Do Not’s


Do not call UP in an emergency situation – their phone lines will be needed for urgent matters.


Do not leave the Emergency contact list in the office.








Testing and Review frequencies should be a function of:


Faculty or staff personnel changes


Faculty or staff address or phone updates


Revisions in email addresses





Recommendations:


Academic Departments may want to test at least once per semester and once during winter and summer break.


Administrative Departments may need to test once during the academic year and once during winter and summer break.


Testing of Residence Life Department contacts should occur at a regular frequency throughout the academic semesters.





When is “After Hours”?





Each department will need to determine what it considers “after-hours”.





Administrative Departments typically have regular set office hours.  For a majority of the Administrative Departments, after-hours may be defined as times other than 8AM to 5PM weekdays.





Academic Departments may conduct regularly scheduled activities, such as labs, studio hours or stage prep that occur as late as 11PM on weekdays.  “After-hours” for these departments may be less simple to define.
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Levels of Security


With few exceptions, building master keys provide access to campus spaces for numerous persons.  These include departmental personnel, custodial, University Police and maintenance.  Locking a room does increase security, but does not completely limit access.





Other Options:


Locking File Cabinets or Desk Drawers


Locking Chemical Cabinets


Locking Fume Hoods





Considerations�If your department maintains hard copy records of original documents, are they stored in fire-proof files or cabinets?  Are they stored in sprinklered storage areas?  If so, would they be able to withstand a deluge and remain useable?
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Electronic Records can be easily stored and retrieved from a campus server.   Departments should become aware of how often their server(s) are “backed-up”.  





Servers are not without flaws.  Departments will need to decide if additional back-up of records or information is required.
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DROWSSAP





“drowssap” is PASSWORD spelled backwords!


Make sure you can remember where your department electronic files passwords are filed!
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After September 11th, it was recommended that college and university security measures for chemicals and biological agent be reviewed – and increased if deficiencies were identified.





Some general guidelines:


Unauthorized access to chemical stores and biological agents, especially to students and non-campus personnel, should be limited to the greatest extent possible.  Stockrooms and storage areas should be locked at all times.  





Alcohols and pharmaceuticals must be double-locked in non-moveable cabinets, cages or containers.





Keys or passcards to these areas should be minimally distributed. The distribution of these keys should be tracked to ensure recovery upon retirement or separation.








Decisions on implementing operational alternatives on a Campus-wide scale, such as alternative class room locations, temporary relocations, large scale clean-ups, etc., will follow protocols in Divisional and Campus-wide Emergency Response and Communication Plans.  Individual Departments should identify procedures for remote verification/access of electronic records, relocation of animals or other temperature sensitive items, etc.





As this document may contain information on the security of files, records and equipment, it is not intended for general circulation.  Distribution should include all Department members, and a copy to Divisional Vice President or Provost, but all copies should be maintained in a secured manner.





FOR YOUR EYES ONLY





If files and/or computers are password protected, the passwords should be provided to Department Chair, at least one other person, and  hard copy filed in a location known to these two persons.





Consideration:


Departments may want to restrict the identification of the implemented security measure to general terms such as “Room Locked other than during times of use” rather than use of specifics such as “Room locked with XYZ-Key which is hung on the third peg from the right on the key rack on the east wall of unlocked break room”. 





In a fire or emergency, all campus personnel are expected to:


Get Out 


Meet at the Designated Assembly Area


Provide any information they might have on the emergency to UP


Assist Emergency Responders as they create a list of missing persons





In a fire or emergency, all campus personnel are NOT expected to:


Fight the Fire


Talk to the Press


Re-enter the building for any purpose








The procedures for ensuring all department members have a current version of this plan should be developed by each department.  Suggestions include:


Electronic redistribution following each revision


Redistribution annually (i.e., start of fall semester)


Redistribution at the start of each semester (most applicable to departments with adjunct personnel).








This date should be updated to reflect current version
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Hints:


When determining what situations Departmental personnel will request notification of, determining and stating the appropriate level of emergency will assist UP in making notifications.  For instance, if Departmental personnel request a notification when a power outage occurs, the length of power outage initiating the notification should be stated.  A “power blip” may not require a notification but power outages exceeding one hour may.
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