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SECURITY CAMERA POLICY

Preamble

Security cameras have come into increasing use on college and university campuses, principally as part of
crime prevention strategy, to aid in the protection of public safety and personal property. Because SUNY
Geneseo respects the privacy of all of the members of the College community, this policy has been developed
to govern the use of College authorized security cameras on campus, to ensure that such cameras are used
judiciously.

Policy

Responsibility for determining the appropriateness of installing College authorized security cameras on campus
that will be used for non-instructional purposes, and for disseminating and implementing this policy is delegated
to the Department of University Police, based on the parameters described below.

Appropriate Uses of Security Cameras on Campus
Security camera use on campus for non-instructional purposes is considered appropriate when it enhances:

the protection of individuals, equipment and facilities
the monitoring of public areas

the monitoring of building entrances and exits

the investigation of criminal activity

Security camera use on campus is considered inappropriate when it entails:

the installation of “dummy” cameras that do not operate on a regular basis
infringement on a person’s reasonable expectations of privacy
filming as a means of surreptitiously evaluating employee performance

Principles Regarding the Use of Security Cameras at SUNY Geneseo for Nondnstructional Purposes

All recording or monitoring of the activities of individuals or groups by College authorized security
cameras will be conducted in a manner consistent with existing College policies, and will never be
based on the subjects’ personal characteristics, including race, gender, ethnicity, sexual orientation,
disability, or other protected classifications.

All recording or monitoring of video records will be conducted in a professional, ethical, and legal
manner. College police personnel assigned to monitor video records will receive training in the
effective, legal, and ethical, use of the monitoring equipment.

All recording or monitoring of public areas for security and safety purposes by College authorized
security cameras is limited exclusively to practices that will not violate the standard of a reasonable
expectation of privacy as defined by law.

Recorded images made by College authorized security cameras will be archived for the College in a
secure location for a specific predetermined period of time by the University Police Department, and will
be accessible to authorized College personnel on an as needed basis only. Upon expiration of the
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predetermined time period for storage, all recorded images will be destroyed except if they are being
used as part of an ongoing investigation of criminal activity. The alteration of previously recorded
images is strictly prohibited.

In public areas, signage giving notice of monitoring by security cameras will be posted as deemed
appropriate by the Chief of University Police.

To maintain an informed campus community, the University Police Department will disseminate on an
annual basis a list of the locations of all authorized security cameras used for the recording and
monitoring of public areas. This list will be continually updated and made available to all members of
the College community upon request throughout the academic year.

An audit of the location, use, and effectiveness of all security cameras used for the recording and
monitoring of public areas for non-instructional purposes will be conducted by the College Personal
Safety Committee on an annual basis and the results of that audit will be disseminated to the College
community.

Security cameras installed by authorized financial institutions to monitor ATM machine usage on
campus are exempt from this policy.

Concerns about the possible infringement of these principles should be directed immediately to the Dean of
Students or the Assistant Vice President for Human Resources. Unresolved matters may be referred by the
concerned party to the appropriate area vice president in Student and Campus Life or Finance and
Administration for further review.

Any persons who tamper with or destroy video security equipment will be subject to criminal proceedings and/or
campus judicial action.



