SUNY Geneseo Internal Control Vulnerability Assessment
FY 2016-2017

PLEASE NOTE – Your input on the following survey is very important to the College: 
Take your time, use the helpful links provided and save your responses as you go.  If you have any questions call me, Brice Weigman, at 5606 or email Weigman@geneseo.edu .  Please send the completed assessment to me by March 15, 2017 and save a copy for your record so you can use the links as needed.                                    T H A N K S

Unit:______________________________________________________


Manager Responding:________________________________________



A. Management Environment
In your Unit...
1.) Do you establish high expectations for honesty, integrity and conformity to institutional policies and procedures?
Always Usually Occasionally Never N/A Unable to Evaluate 

2.) Do you establish clear lines of authority?
Always Usually Occasionally Never N/A Unable to Evaluate 

3.) Do you hold regular staff meetings?
Always Usually Occasionally Never N/A Unable to Evaluate 

4.) Are you accessible to your staff and others?
Always Usually Occasionally Never N/A Unable to Evaluate 

5.) Do you provide guidance and training when necessary?
Always Usually Occasionally Never N/A Unable to Evaluate 

6.) Comments related to Management Environment:



B. Organizational Structure

7.) Does the unit you direct have a current organizational chart? If so, please send to, 325 Doty Hall.
Yes No 

8.) Does sufficient flexibility exist in your unit's structure to deal with changing circumstances?
Always Usually Occasionally Never N/A Unable to Evaluate 

9.) Is there a succession plan established for your unit?
Yes No 

10.) Has your unit undergone a reorganization/significant functional change in the last two years? (If yes, please explain in the comments section below)
Yes No 

11.) Do you expect your unit to experience significant change in the next two years?(If yes, please explain in the comments section below)
Yes No 

12.) Comments related to Organizational Structure:



C. Personnel 

13.) Does your unit have an adequate number of employees to accomplish its assigned duties?
Always Usually Occasionally Never N/A Unable to Evaluate 

14.) Are employees in your unit, including managers, properly trained to perform the duties of their positions?
Always Usually Occasionally Never N/A Unable to Evaluate 

15.) Are employees, including managers, cross-trained?
Always Usually Occasionally Never N/A Unable to Evaluate 

16.) Are accurate and up to date position descriptions available?
Yes No 

17.) Do you encourage staff development and continued professional training?
Always Usually Occasionally Never N/A Unable to Evaluate 

18.) Do you provide periodic feedback about an employee’s performance?
Always Usually Occasionally Never N/A Unable to Evaluate 

19.) Are employees held accountable for performance and results achieved?
Always Usually Occasionally Never N/A Unable to Evaluate 

20.) Has there been excessive employee turnover within your unit in the past 24 months?
Yes No 

21.) Do your unit's employees regularly complete timesheets/ monthly leave records/ absence from class forms, etc. as required?
Always Usually Occasionally Never N/A Unable to Evaluate 

22.) Are the timesheets/monthly leave records/absence from class forms, etc. reviewed for accuracy and compliance by the appropriate supervisor?
Always Usually Occasionally Never N/A Unable to Evaluate 

23.) Are key personnel aware of federal, state, SUNY and College regulations and/or policies as they relate to your unit? (HIPPA/ADA/Affirmative Action/FERPA/Discrimination/Employee Relations, College Policies at a Glance etc.)
Always Usually Occasionally Never N/A Unable to Evaluate 


24.) Are employees (as applicable) familiar with Public Officers Law (See #0590) encouraging ethical behavior and preventing conflicts of interest in state government?
Always Usually Occasionally Never N/A Unable to Evaluate 

25.) Comments related to Personnel:



D. Delegation and Communication Authority

26.) Do the unit employees have a clear understanding of the mission, goals & objectives of the unit?
Always Usually Occasionally Never N/A Unable to Evaluate 

27.) Are employees aware of their individual responsibilities?
Always Usually Occasionally Never N/A Unable to Evaluate 

28.) In administrative functions, are responsibilities divided so that no single individual controls all phases of a critical transaction?
Always Usually Occasionally Never N/A Unable to Evaluate 

29.) Comments related to Delegation and Communication Authority:



E. Policies and Procedures

30.) Does your unit have a Business Continuity Plan in place?
Yes No 

31.) Are the existing policies and procedures for your unit adequate to ensure the integrity of operations?
Always Usually Occasionally Never N/A Unable to Evaluate 

32.) Are the existing policies and procedures for your unit adequate to ensure the proper use of resources?
Always Usually Occasionally Never N/A Unable to Evaluate 

33.) Are policies and procedures for your unit documented?
Always Usually Occasionally Never N/A Unable to Evaluate 

34.) Are the policies and procedures for the unit reviewed and updated periodically?
Always Usually Occasionally Never N/A Unable to Evaluate 

35.) Are your unit’s operational policies and procedures easy to understand?
Always Usually Occasionally Never N/A Unable to Evaluate 

36.) Do your procedures include enough detail for all systems and functions such that your unit could continue to operate should key employee’s leave?
Always Usually Occasionally Never N/A Unable to Evaluate 

37.) Are employees updated on new policies and procedures as they become available?
Always Usually Occasionally Never N/A Unable to Evaluate 

38.) Comments related to Policies and Procedures:



F. Organizational Checks and Balances

39.) Has any area of your unit been audited or reviewed by an independent body within the last 3 years? (Please identify the type of review in the comment section below)
Yes No 

40.) Were any findings of past audits, reviews or evaluations reported as significant or material?
Yes No 

41.) Were audit, review and evaluation findings and all exceptions addressed in a timely manner (if "No", please explain in comments)?
Yes No 

42.) Comments related to Organizational Checks and Balances:



G. Budgeting and Monitoring

43.) Do key personnel in your unit understand how your departmental budget is developed, utilized and monitored?
Always Usually Occasionally Never N/A Unable to Evaluate 

44.) Does your unit operate within an approved spending plan?
Always Usually Occasionally Never N/A Unable to Evaluate 

45.) Do key personnel review approved budget reports that show budget to actual comparisons on a regular basis?
Always Usually Occasionally Never N/A Unable to Evaluate 

46.) Comments related to Budgeting and Monitoring:



H. Procurement

47.) Are key personnel aware of current purchasing guidelines including the competitive bid or quote process?  See also NYS Project Sunlight
Always Usually Occasionally Never N/A Unable to Evaluate 

48.) Do key personnel review the budget to ensure that allocations are adequate for purchasing prior to submitting a purchase requisition?
Always Usually Occasionally Never N/A Unable to Evaluate 

49.) Do key personnel (in your unit) responsible for purchasing have a Corporate Purchasing (procurement) Card?
Yes No 

50.) If so, are they familiar with the card’s transaction limits, non-allowable expenses and certification procedures?
Always Usually Occasionally Never N/A Unable to Evaluate 

51.) If so, is the procurement card routinely used for purchases within the approved limit (currently $2500)?
Always Usually Occasionally Never N/A Unable to Evaluate 

52.) Does your unit utilize on-line procurement options (ie: Staples, Grainger, SUNY electronic PO)?
Always Usually Occasionally Never N/A Unable to Evaluate 

53.) Comments related to Procurement:



I. Property Control

54.) Do you have or know how to obtain an authorization form to contact Property Control for any equipment taken off campus by staff in your unit?
Yes No 

55.) Are key personnel familiar with the College’s Property Control Procedures? 
Yes No 

56.) Does your unit follow the College’s property control procedures?
Always Usually Occasionally Never N/A Unable to Evaluate 

57.) Does your unit receive annual inventory updates from Property Control?
Always Usually Occasionally Never N/A Unable to Evaluate 

58.) Does someone in your area verify the existence and location of all items on the inventory?
Always Usually Occasionally Never N/A Unable to Evaluate 

59.) Are procedures in place to minimize differences between physically inspected items and inventory records?
Yes No 

60.) Do you inform Property Control when equipment recorded in the property control system is relocated?
Always Usually Occasionally Never N/A Unable to Evaluate 

61.) Does your unit own individual pieces of equipment or other property valued at more than $15,000?
Yes No 

62.) If so, is the equipment safeguarded against fire, theft, water damage, etc.?
Always Usually Occasionally Never N/A Unable to Evaluate 

63.) Comments related to Property Control:



J. Impact Outside of the College

64.) Does your unit have significant interaction with the public or external entities?
Yes No 

65.) Have there been significant changes in staff size, funding, functions, systems, key positions and/or responsibilities in your unit, which might reflect negatively on your department or the College?(If yes, please explain in the comments section)
Yes No 

66.) Are key personnel in your unit aware of how to manage negative publicity?
Always Usually Occasionally Never N/A Unable to Evaluate 

67.) Comments related to Impact Outside of the College:



K. Cash Activities

68.) Do any of your unit activities involve the handling of cash collections (petty cash/stipends/meal allowances, etc.)?
Yes No 

69.) If so, are there clearly stated procedures in place to properly control the handling and control of cash collections?
Strongly Agree Agree Neither Agree nor Disagree Disagree Strongly Disagree 

70.) If so, are funds deposited in the bursar’s office in a timely manner?
Always Usually Occasionally Never N/A Unable to Evaluate 

71.) If so, is there proper segregation of duties with regard to billing, cash collections, and deposit reconciliation activities?
Strongly Agree Agree Neither Agree nor Disagree Disagree Strongly Disagree 

72.) If so, is cash on hand properly secured from theft, fire, flood, etc.?
Strongly Agree Agree Neither Agree nor Disagree Disagree Strongly Disagree 

73.) Do any of your unit’s activities involve the handling of disbursements?
Yes No 

74.) If so, are cash disbursements (including petty cash, stipends, meal allowances, etc) handled in such a manner to ensure proper funds and accounts are charged?
Strongly Agree Agree Neither Agree nor Disagree Disagree Strongly Disagree 

75.) If so, are procedures in place to insure that disbursements are used for authorized purposes only?
Strongly Agree Agree Neither Agree nor Disagree Disagree Strongly Disagree 

76.) If so, is the responsibility for disbursements assigned to specific personnel?
Strongly Agree Agree Neither Agree nor Disagree Disagree Strongly Disagree 

77.) If so, are controls in place to prevent duplicate payments?
Strongly Agree Agree Neither Agree nor Disagree Disagree Strongly Disagree 

78.) Comments related to Cash Activities:


L. Travel
79.) Are key personnel familiar with the College's travel guidelines and New York State's travel rules and regulations including out-of-state travel?
Strongly Agree Agree Neither Agree nor Disagree Disagree Strongly Disagree 

80.) Do key personnel have a thorough understanding of the airline travel and the Business Travel forms and links and approval process?
Strongly Agree Agree Neither Agree nor Disagree Disagree Strongly Disagree 

81.) Are key personnel familiar with the approval process for over-the-maximum travel requests?
Strongly Agree Agree Neither Agree nor Disagree Disagree Strongly Disagree 

82.) Comments related to Travel:


M. Information Technology
83.) Does your unit have a disaster recovery plan in place?
Yes No 

84.) Are controls in place to ensure that only authorized employees can enter data in on-line systems?
Always Usually Occasionally Never N/A Unable to Evaluate 

85.) Do controls exist to ensure the reliability and accuracy of data output?
Always Usually Occasionally Never N/A Unable to Evaluate 

86.) Are procedures in place to insure that important electronic information is backed up regularly?
Always Usually Occasionally Never N/A Unable to Evaluate 

87.) Are all unit employees familiar with the desk and cell phone policy and procedures?
Always Usually Occasionally Never N/A Unable to Evaluate 
88.) Comments Information Technology:



N. Supplies/Materials
89.) Have control procedures been established to ensure that state supplies/materials are used only for authorized purposes.
Always Usually Occasionally Never N/A Unable to Evaluate 

90.) Are procedures in place to insure that appropriate quantities of supplies/materials are maintained and safeguarded?
Always Usually Occasionally Never N/A Unable to Evaluate 

91.) Does your unit handle hazardous materials?
Yes No 

92.) If so, are policies and procedures in place to ensure proper handling of those materials?
Always Usually Occasionally Never N/A Unable to Evaluate 

93.) Comments related to Supplies/Materials:


O. Documents & Records
94.) Does your unit handle documents or records (including student records) containing confidential information or financial data?
Yes No 

95.) If so, are these documents or records safeguarded against unauthorized access?
Always Usually Occasionally Never N/A Unable to Evaluate 

96.) If so, are these documents or records shredded or destroyed when they are no longer needed? SUNY records management and retention guidelines
Always Usually Occasionally Never N/A Unable to Evaluate 

97.) If so, are irreplaceable documents or records safeguarded against fire, theft, flood, etc.?
Always Usually Occasionally Never N/A Unable to Evaluate 

98.) Comments related to Documents & Records:

Thank you for completing this survey. Your input is critical to understanding the presence of controls on our campus in actual day to day operations.  Such controls make us the very best stewards we can be and are designed to protect people, property, reputation and our jobs.  

To help us serve you better, please take a few moments to answer the following questions. Please provide enough detail in your answer that will help us as we work to improve this survey for future responders. 

Did you find this survey helpful for evaluating your unit?

What was the most useful part of the survey?

How can we improve this survey (please be specific)?

Was the length of the survey reasonable?

Was the survey easy for you to understand?
